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Application”), which is incorporated herein by reference and
for all purposes. In some preferred implementations, Arbiter
133 is a repository for the configuration information
required for communication between devices on the gaming
network (and, in some implementations, devices outside the
gaming network). Although Arbiter 133 can be implemented
in various ways, one exemplary implementation is discussed
in the following paragraphs.

[0168] FIG. 13 is a block diagram of a simplified com-
munication topology between a gaming unit 21, the network
computer 23 and the Arbiter 133. Although only one gaming
unit 21, one network computer 23 and one Arbiter 133 are
shown in FIG. 13, it should be understood that the following
examples may be applicable to different types of network
gaming devices within the gaming network 12 beyond the
gaming unit 21 and the network computer 23, and may
include different numbers of network computers, gaming
security arbiters and gaming units. For example, a single
Arbiter 133 may be used for secure communications among
a plurality of network computers 23 and tens, hundreds or
thousands of gaming units 21. Likewise, multiple gaming
security arbiters 46 may be utilized for improved perfor-
mance and other scalability factors.

[0169] Referring to FIG. 13, the Arbiter 133 may include
an arbiter controller 121 that may comprise a program
memory 122, a microcontroller or microprocessor (MP) 124,
a random-access memory (RAM) 126 and an input/output
(I/O) circuit 128, all of which may be interconnected via an
address/data bus 129. The network computer 23 may also
include a controller 131 that may comprise a program
memory 132, a microcontroller or microprocessor (MP) 134,
a random-access memory (RAM) 136 and an input/output
(I/O) circuit 138, all of which may be interconnected via an
address/data bus 139. It should be appreciated that although
the Arbiter 133 and the network computer 23 are each shown
with only one microprocessor 124, 134, the controllers 121,
131 may each include multiple microprocessors 124, 134.
Similarly, the memory of the controllers 121, 131 may
include multiple RAMs 126, 136 and multiple program
memories 122, 132. Although the I/O circuits 128, 138 are
each shown as a single block, it should be appreciated that
the /O circuits 128, 138 may include a number of different
types of 1/O circuits. The RAMs 124, 134 and program
memories 122, 132 may be implemented as semiconductor
memories, magnetically readable memories, and/or optically
readable memories, for example.

[0170] Although the program memories 122, 132 are
shown in FIG. 13 as read-only memories (ROM) 122, 132,
the program memories of the controllers 121, 131 may be a
read/write or alterable memory, such as a hard disk. In the
event a hard disk is used as a program memory, the address/
data buses 129, 139 shown schematically in FIG. 13 may
each comprise multiple address/data buses, which may be of
different types, and there may be an I/O circuit disposed
between the address/data buses.

[0171] As shown in FIG. 13, the gaming unit 21 may be
operatively coupled to the network computer 23 via the data
link 25. The gaming unit 21 may also be operatively coupled
to the Arbiter 133 via the data link 47, and the network
computer 23 may likewise be operatively coupled to the
Arbiter 133 via the data link 47. Communications between
the gaming unit 21 and the network computer 23 may
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involve different information types of varying levels of
sensitivity resulting in varying levels of encryption tech-
niques depending on the sensitivity of the information. For
example, communications such as drink orders and statisti-
cal information may be considered less sensitive. A drink
order or statistical information may remain encrypted,
although with moderately secure encryption techniques,
such as RC4, resulting in less processing power and less
time for encryption. On the other hand, financial information
(e.g., account information, winnings, etc.), game download
information (e.g., game software and game licensing infor-
mation) and personal information (e.g., social security num-
ber, personal preferences, etc.) may be encrypted with
stronger encryption techniques such as DES or 3DES to
provide increased security.

[0172] As disclosed in further detail in the Arbiter Appli-
cation, the Arbiter 133 may verify the authenticity of each
network gaming device. The Arbiter 133 may receive a
request for a communication session from a network device.
For ease of explanation, the requesting network device may
be referred to as the client, and the requested network device
may be referred to as the host. The client may be any device
on the network 12 and the request may be for a communi-
cation session with any other network device. The client
may specify the host, or the gaming security arbiter may
select the host based on the request and based on information
about the client and potential hosts. The Arbiter 133 may
provide encryption keys (session keys) for the communica-
tion session to the client via the secure communication
channel. Either the host and/or the session key may be
provided in response to the request, or may have been
previously provided. The client may contact the host to
initiate the communication session. The host may then
contact the Arbiter 133 to determine the authenticity of the
client. The Arbiter 133 may provide affirmation (or lack
thereof) of the authenticity of the client to the host and
provide a corresponding session key, in response to which
the network devices may initiate the communication session
directly with each other using the session keys to encrypt
and decrypt messages.

[0173] Alternatively, upon receiving a request for a com-
munication session, the Arbiter 133 may contact the host
regarding the request and provide corresponding session
keys to both the client and the host. The Arbiter 133 may
then initiate either the client or the host to begin their
communication session. In turn, the client and host may
begin the communication session directly with each other
using the session keys to encrypt and decrypt messages. An
additional explanation of the communication request, com-
munication response and key distribution is provided in the
Arbiter Application.

[0174] Wireless devices are particularly useful for man-
aging a gaming network. Such wireless devices could
include, but are not limited to, laptops, PDAs or even
cellular telephones. Referring once again to FIG. 12, one or
more network devices in gaming establishment 1205 can be
configured as wireless access points. For example, a casino
manager may use a wireless handheld device to revise
and/or schedule gaming machine configurations while roam-
ing the casino floor. Similarly, a representative of a regula-
tory body could use a PDA to verify gaming machine
configurations, generate reports, view activity logs, etc.,
while on the casino floor.



