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69. An information handling system, comprising:
a memory;
a processor; and

computer-readable code stored by the memory and pro-
cessable by the processor for detecting malicious code,
the computer-readable code including instructions for
causing the processor to:

execute malicious code detection code (MCDC) on the
information handling system, the MCDC including
detection routines for gathering information about
executable code under investigation, the detection
routines including at least one of the following: (a)
examining the executable code or program and (b)
searching for information about the executable code
or program in the information handling system, the
detection routines including valid program detection
routines and malicious code detection routines;

apply the detection routines to the executable code
under investigation, the detection routines assigning
weights to respective executable code under inves-
tigation in response to detections of a valid program
or malicious code as a function of at least one of the
detection routines; and

determine whether executable code under investigation
is a valid program or malicious code as a function of
the weights associated by the detection routines,
wherein determining whether the code under inves-
tigation is a valid program or malicious code
includes scoring an execution of the detection rou-
tines as a function of the weights, and wherein
scoring includes configuring a scoring algorithm to
identify executable code under investigation as mali-
cious code in response to at least one of a valid score
and a malicious code score.
70. The information handling system of claim 69, wherein
the malicious code includes a trojan horse.
71. The information handling system of claim 69, wherein
the malicious code includes remote control software.
72. The information handling system of claim 69, wherein
the malicious code includes a keystroke logger.
73. The information handling system of claim 69, wherein
the malicious code includes spyware.
74. The information handling system of claim 69, wherein
the malicious code includes a worm.
75. The information handling system of claim 69, wherein
the malicious code includes a virus.
76. The information handling system of claim 69, wherein
the malicious code includes monitoring software.
77. An information handling system, comprising:

a memory;
a Processor; and

computer-readable code stored by the memory and pro-
cessable by the processor for detecting malicious code
on the information handling system, the computer-
readable code including instructions for causing the
processor to:

execute detection routines, the detection routines exam-
ining at least one of the following: characteristics
and behaviors of programs;
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assign weights as a function of the examined charac-
teristics and behaviors, the assigned weights indica-
tive of a valid program or malicious code as a
function of the detection routines; and

determine whether executable code under investigation
is malicious code as a function of the weights
assigned by the detection routines.

78. The information handling system of claim 77, wherein
the detection routines include valid program detection rou-
tines and malicious code detection routines.

79. The information handling system of claim 77, wherein
the valid program detection routines determine whether the
executable code under investigation exhibits at least one or
more characteristics and behaviors associated with a valid
program; and

wherein the malicious code detection routines determine
whether the executable code under investigation exhib-
its at least one or more characteristics and behaviors
associated with malicious code.

80. The information handling system of claim 77, wherein
determining whether the executable code under investiga-
tion is malicious code includes scoring the execution of the
detection routines as a function of the weights.

81. The information handling system of claim 80, wherein
scoring includes using a scoring algorithm for identifying
executable code as malicious code in response to a valid
score and a malicious code score.

82. The information handling system of claim 81, wherein
the scoring algorithm determines a valid program by a
summation of weights of the valid program detection rou-
tines being greater than a valid program weight threshold,
and a malicious code by a summation of weights of the
malicious code detection routine having a summed value
greater than a malicious code weight threshold.

83. The information handling system of claim 82, wherein
the scoring algorithm determines an anomalous executable
code under investigation by the summation of weights of the
valid program detection routines and the summation of
weights of the malicious code detection routines both having
sums greater than respective thresholds, or less than the
respective thresholds.

84. The information handling system of claim 77, wherein
the characteristics and behaviors include at least one of the
following: logging keystrokes, saving a display screen view,
uploading files, downloading files, executing programs, and
controlling the display screen.

85. The information handling system of claim 77, wherein
the detection routines access information about the execut-
able code under investigation from an operating system of
the information handling system via Application Program-
ming Interfaces (APIs), and the detection routines gather
information from executable code or a program by exam-
ining a binary image of the executable code or program, the
characteristics and behavior of the executable code or pro-
gram, and any other related code or programs used by the
executable code under investigation.

86. The information handling system of claim 77, wherein
the computer-readable code includes instructions for deliv-
ering the MCDC containing detection routines to the infor-
mation handling system in a small compact code module via
at least one of the following: a computer network, Internet,
intranet, extranet, modem line, and prepackaged computer
readable storage media.



