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when a power supply voltage falls out of the operating toler-
ance of the circuitry. In this case, the circuitry generates a
reset, halting operation of the computer.

[0038] The standard method of operation for IGT gaming
machine game software is to use a state machine. Each func-
tion of the game (e.g., bet, play, result) is defined as a state.
When a game moves from one state to another, critical data
regarding the game software is stored in a custom non-vola-
tile memory subsystem. In addition, game history informa-
tion regarding previous games played, amounts wagered, and
so forth also should be stored in a non-volatile memory
device. This feature allows the game to recover operation to
the current state of play in the event of a malfunction, loss of
power, or the like. This is critical to ensure that correct wagers
and credits are preserved. Typically, battery backed RAM
devices are used to preserve this critical data. These memory
devices are not used in typical general-purpose computers.
Further, IGT gaming computers normally contain additional
interfaces, including serial interfaces, to connect to specific
subsystems internal and external to the gaming machine. The
serial devices may have electrical interface requirements that
differ from the “standard” EIA RS232 serial interfaces pro-
vided by general-purpose computers. These interfaces may
include EIA RS485, EIA RS422, USB, Fiber Optic Serial,
optically coupled serial interfaces, current loop style serial
interfaces, and the like. In addition, to conserve serial inter-
faces internally in the gaming machine, serial devices may be
connected in a shared, daisy-chain fashion where multiple
peripheral devices are connected to a single serial channel.

[0039] IGT gaming machines may alternatively be treated
as peripheral devices to a casino communication controller
and connected in a shared daisy chain fashion to a single serial
interface. In both cases, the peripheral devices are preferably
assigned device addresses. I so, the serial controller circuitry
must implement a method to generate or detect unique device
addresses. General-purpose computer serial ports are not able
to do this. In addition, security-monitoring circuits detect
intrusion into an IGT gaming machine by monitoring security
switches attached to access doors in the gaming machine
cabinet. Preferably, access violations result in suspension of
game play and can trigger additional security operations to
preserve the current state of game play. These circuits also
function when power is off by use of a battery backup. In
power-off operation, these circuits continue to monitor the
access doors of the gaming machine. When power is restored,
the gaming machine can determine whether any security vio-
lations occurred while power was off, such as by software for
reading status registers. This can trigger event log entries and
further data authentication operations by the gaming machine
software.

[0040] Trusted memory devices are preferably included in
an IGT gaming machine computer to ensure the authenticity
of the software that may be stored on less secure memory
subsystems, such as mass storage devices. Trusted memory
devices and controlling circuitry are typically designed to not
allow modification of the code and data stored in the memory
device while the memory device is installed in the gaming
machine. The code and data stored in these devices may
include, for example, authentication algorithms, random
number generators, authentication keys, operating system
kernels, and so forth. The purpose of these trusted memory
devices is to provide gaming regulatory authorities a root
trusted authority within the computing environment of the
gaming machine that can be tracked and verified as original.
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This may be accomplished via removal of the trusted memory
device from the gaming machine computer and verification of
the secure memory device contents is a separate third party
verification device. Once the trusted memory device is veri-
fied as authentic, and based on the approval of verification
algorithms contained in the trusted device, the gaming
machine is allowed to verify the authenticity of additional
code and data that may be located in the gaming computer
assembly, such as code and data stored on hard disk drives.
[0041] Mass storage devices used in a general-purpose
computer typically allow code and data to be read from and
written to the mass storage device. In a gaming machine
environment, modification of the gaming code stored on a
mass storage device is strictly controlled and would only be
allowed under specific maintenance type events with elec-
tronic and physical enablers required. Though this level of
security could be provided by software, IGT gaming comput-
ers that include mass storage devices preferably include hard-
ware level mass storage data protection circuitry that operates
at the circuit level to monitor attempts to modify data on the
mass storage device and will generate both software and
hardware error triggers should a data modification be
attempted without the proper electronic and physical enablers
being present. In addition to the basic gaming abilities pro-
vided, these and other features and functions serve to differ-
entiate gaming machines into a special class of computing
devices separate and distinct from general-purpose comput-
ers.

General Gaming Network And System Configurations

[0042] Continuing with FIG. 2, an exemplary network
infrastructure for providing a gaming system having one or
more gaming machines is illustrated in block diagram format.
Exemplary gaming system 50 has one or more gaming
machines, various communication items, and a number of
host-side components and devices adapted for use within a
gaming environment. As shown, one or more gaming
machines 10 adapted for use in gaming system 50 canbe in a
plurality of locations, such as in banks on a casino floor or
standing alone at a smaller non-gaming establishment, as
desired. Common bus 51 can connect one or more gaming
machines or devices to a number of networked devices on the
gaming system 50, such as, for example, a general-purpose
server 60, one or more special-purpose servers 61, a sub-
network of peripheral devices 80, and/or a database 70.

[0043] A general-purpose server 60 may be one that is
already present within a casino or other establishment for one
or more other purposes beyond any monitoring or adminis-
tering involving gaming machines. Functions for such a gen-
eral-purpose server can include other general and game spe-
cific accounting functions, payroll functions, general Internet
and e-mail capabilities, switchboard communications, and
reservations and other hotel and restaurant operations, as well
as other assorted general establishment record keeping and
operations. In some cases, specific gaming related functions
such as cashless gaming, downloadable gaming, player track-
ing, remote game administration, video or other data trans-
mission, or other types of functions may also be associated
with or performed by such a general-purpose server. For
example, such a server may contain various programs related
to cashless gaming administration, player tracking opera-
tions, specific player account administration, remote game
play administration, remote game player verification, remote
gaming administration, downloadable gaming administra-



