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(54) OPERATING SYSTEM ABSTRACTION AND (52)  US. Cli e vnevesevecenees 719/310
PROTECTION LAYER
57 ABSTRACT
(75) Inventor: Stuart Schaefer, Marblehead, MA (US) The present invention provides a system for creating an
application software environment without changing an oper-
Correspondence Address: ating system of a client computer, the system comprising an
WILMER CUTLER PICKERING HALE AND operating system abstraction and protection layer, wherein
DORR LLP said abstraction and protection layer is interposed between a
60 STATE STREET running software application and said operating system,
BOSTON, MA 02109 (US) whereby a virtual environment in which an application may
. .. run is provided and application level interactions are sub-
(73)  Assignee: Softricity, Inc. stantially removed. Preferably, any changes directly to the
operating system are selectively made within the context of
(21)  Appl. No.: 10/894,668 ttf)e runngingy application and th}é abstraction and protection
(22) Filed: Jul. 20, 2004 layer dynamically changes the virtual environment accord-
ing to administrative settings. Additionally, in certain
Related U.S. Application Data embodiments, the system continually monitors the use of
shared system resources and acts as a service to apply and
(63) Continuation of application No. 09/859,209, filed on remove changes to system components. The present thus
May 16, 2001. invention defines an “Operating System Guard.” These
components cover the protection semantics required by
Publication Classification DLLs and other shared library code as well as system device
drivers, fonts, registries and other configuration items, files,
(51) Int. CL7 oo eeiine s GO6F 9/00 and environment variables.
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