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session keys to encrypt and decrypt messages. An additional
explanation of the communication request, communication
response and key distribution is provided in the Arbiter Appli-
cation.

[0103] Wireless devices are particularly useful for manag-
ing a gaming network. Such wireless devices could include,
but are not limited to, laptops, PDAs or even cellular tele-
phones. Referring once again to FIG. 8, one or more network
devices in gaming establishment 1205 can be configured as
wireless access points. For example, a casino manager may
use a wireless handheld device to revise and/or schedule
gaming machine configurations while roaming the casino
floor. Similarly, a representative of a regulatory body could
use a PDA to verify gaming machine configurations, generate
reports, view activity logs, etc., while on the casino floor.
[0104] If a host device is located in a remote location,
security methods and devices (such as firewalls, authentica-
tion and/or encryption) should be deployed in order to prevent
the unauthorized access of the gaming network. Similarly,
any other connection between gaming network 1205 and the
outside world should only be made with trusted devices via a
secure link, e.g., via a virtual private network (“VPN”) tunnel.
For example, the illustrated connection between SBG 1230,
gateway 1250 and central system 1263 (here, IGT.com) that
may be used for game downloads, etc., is advantageously
made via a VPN tunnel.

[0105] An Internet-based VPN uses the open, distributed
infrastructure of the Internet to transmit data between sites. A
VPN may emulate a private IP network over public or shared
infrastructures. A VPN that supports only IP traffic is called
an IP-VPN. VPNs provide advantages to both the service
provider and its customers. For its customers, a VPN can
extend the IP capabilities of a corporate site to remote offices
and/or users with intranet, extranet, and dial-up services. This
connectivity may be achieved at a lower cost to the gaming
entity with savings in capital equipment, operations, and ser-
vices. Details of VPN methods that may be used with the
present invention are described in the reference, “Virtual Pri-
vate Networks-Technologies and Solutions,” by R. Yueh and
T. Strayer, Addison-Wesley, 2001, ISBN#0-201-70209-6,
which is incorporated herein by reference and for all pur-
poses.

[0106] There are many ways in which IP VPN services may
be implemented, such as, for example, Virtual Leased Lines,
Virtual Private Routed Networks, Virtual Private Dial Net-
works, Virtual Private LAN Segments, etc. Additionally
VPNs may be implemented using a variety of protocols, such
as, for example, IP Security (IPSec) Protocol, Layer 2 Tun-
neling Protocol, Multiprotocol Label Switching (MPLS) Pro-
tocol, etc. Details of these protocols, including RFC reports,
may be obtained from the VPN Consortium, an industry trade
group (http://www.vpnc.com, VPNC, Santa Cruz, Calif.
[0107] For security purposes, any information transmitted
to or from a gaming establishment over a public network may
be encrypted. In one implementation, the information may be
symmetrically encrypted using a symmetric encryption key,
where the symmetric encryption key is asymmetrically
encrypted using a private key. The public key may be obtained
from a remote public key server. The encryption algorithm
may reside in processor logic stored on the gaming machine.
When a remote server receives a message containing the
encrypted data, the symmetric encryption key is decrypted
with a private key residing on the remote server and the
symmetrically encrypted information sent from the gaming
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machine is decrypted using the symmetric encryption key. A
different symmetric encryption key is used for each transac-
tion where the key is randomly generated. Symmetric encryp-
tion and decryption is preferably applied to most information
because symmetric encryption algorithms tend to be 100-10,
000 faster than asymmetric encryption algorithms.

[0108] As mentioned elsewhere herein, U.S. patent appli-
cation Ser. No. 11/225,408, entitled “Methods And Devices
For Authentication And Licensing In A Gaming Network” by
Kinsley et al., describes novel methods and devices for
authentication, game downloading and game license manage-
ment. This application has been incorporated herein by ref-
erence.

[0109] Providing a secure connection between the local
devices of the SBG system and IGT’s central system allows
for the deployment of many advantageous features. For
example, a customer (e.g., an employee of a gaming estab-
lishment) can log onto an account of central system 1263 (in
this example, IGT.com) to obtain the account information
such as the customer’s current and prior account status.

[0110] Moreover, such a secure connection may be used by
the central system 1263 to collect information regarding a
customer’s system. Such information includes, but is not
limited to, error logs for use in diagnostics and troubleshoot-
ing. Some implementations of the invention allow a central
system to collect other types of information, e.g., information
about the usage of certain types of gaming software, revenue
information regarding certain types of games and/or gaming
machines, etc. Such information includes, but is not limited
to, information regarding the revenue attributable to particu-
lar games at specific times of day, days of the week, etc. Such
information may be obtained, at least in part, by reference to
an accounting system of the gaming network(s), as described
in U.S. patent application Ser. No. 11/225,407, by Wolfet al.,
entitled “Methods And Devices For Managing Gaming Net-
works”, which has been incorporated herein by reference.

[0111] Automatic updates of a customer’s SBG server may
also be enabled. For example, central system 1263 may notify
a local SBG server regarding new products and/or product
updates. For example, central system 1263 may notify a local
SBG server regarding updates of new gaming software, gam-
ing software updates, peripheral updates, the status of current
gaming software licenses, etc. In some implementations of
the invention, central system 1263 may notify a local SBG
server (or another device associated with a gaming establish-
ment) that an additional theme-specific data set and/or
updates for a previously-downloaded global payout set are
available. Alternatively, such updates could be automatically
provided to the local SBG server and downloaded to net-
worked gaming machines.

[0112] After the local SBG server receives this informa-
tion, it can identify relevant products of interest. For example,
the local SBG server may identify gaming software that is
currently in use (or at least licensed) by the relevant gaming
entity and send a notification to one or more host devices, e.g.,
via email. If an update or a new software product is desired, it
can be downloaded from the central system. Some relevant
downloading methods are described elsewhere herein and in
applications that have been incorporated herein by reference,
e.g., in U.S. patent application Ser. No. 11/078,966. Simi-
larly, a customer may choose to renew a gaming software
license via a secure connection with central system 1263 in
response to such a notification.



