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(57) ABSTRACT

An attack graph analysis tool that includes a network
configuration information input module, a domain knowl-
edge input module, a network configuration information
storage module, a domain knowledge storage module, and a
result generation module. The network configuration infor-
mation input module inputs network configuration informa-
tion. The domain knowledge input module inputs domain
knowledge for the network. The network configuration
information storage module stores network configuration
information in a network database table. The domain knowl-
edge storage module stores the domain knowledge in an
exploit database table. The result generation module gener-
ates a result using the network database table and exploit
database table. The result may be generated in response to a
query to a database management system that has access to
the network database table and exploit database table. The
network may be reconfigured to decrease the likelihood of
future attacks using the attack information learned from the
result.
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