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(7) ABSTRACT

The invention relates to a method of authenticating a users
ability to carry out a transaction. The method includes the
steps of:

a user initiating an authentication request in order to carry
out a secure transaction;

dynamically collecting and assessing a plurality of con-
fidence parameters, said confidence parameters reflect-
ing factors related to the security of the transaction
context; and

dynamically maintaining a confidence level based on the
plurality of confidence parameters whereby if the con-
fidence level drops below a predetermined confidence

(22) Filed: Feb. 21, 2003 threshold, the transaction is not authenticated and if the
. .. . confidence level exceeds a predetermined confidence
(30) Foreign Application Priority Data threshold, the transaction is authenticated.

Feb. 22,2002  (EP) cceevevrvecverececerccerecnen 02354032.1 Confidence parameters may include factors such as binary
login processes, the location of the user, collocation of
multiple users and other factors of the transaction context

Publication Classification which might affect the security of the transaction. The
invention may be applied to the authentication of financial
(51) Int. CL7 o eeaiss s snsenes HO4L. 9/32 transactions and verifying the identity of a user in other
security sensitive contexts. The invention also provides for
(52) US. Cl v 713/202; 705/64 a system for carrying out the invention.
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